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‘‘(II) the modification or impairment, or 

potential modification or impairment, of the 
medical examination, diagnosis, treatment, 
or care of 1 or more individuals; 

‘‘(III) physical injury to any person; 
‘‘(IV) a threat to public health or safety; 
‘‘(V) damage affecting a computer used by 

or for an entity of the United States Govern-
ment in furtherance of the administration of 
justice, national defense, or national secu-
rity; or 

‘‘(VI) damage affecting 10 or more pro-
tected computers during any 1-year period; 
or 

‘‘(ii) an attempt to commit an offense pun-
ishable under this subparagraph; 

‘‘(B) except as provided in subparagraphs 
(E) and (F), a fine under this title, imprison-
ment for not more than 10 years, or both, in 
the case of— 

‘‘(i) an offense under subsection (a)(5)(A), 
which does not occur after a conviction for 
another offense under this section, if the of-
fense caused (or, in the case of an attempted 
offense, would, if completed, have caused) a 
harm provided in subclauses (I) through (VI) 
of subparagraph (A)(i); or 

‘‘(ii) an attempt to commit an offense pun-
ishable under this subparagraph; 

‘‘(C) except as provided in subparagraphs 
(E) and (F), a fine under this title, imprison-
ment for not more than 20 years, or both, in 
the case of— 

‘‘(i) an offense or an attempt to commit an 
offense under subparagraphs (A) or (B) of 
subsection (a)(5) that occurs after a convic-
tion for another offense under this section; 
or 

‘‘(ii) an attempt to commit an offense pun-
ishable under this subparagraph; 

‘‘(D) a fine under this title, imprisonment 
for not more than 10 years, or both, in the 
case of— 

‘‘(i) an offense or an attempt to commit an 
offense under subsection (a)(5)(C) that occurs 
after a conviction for another offense under 
this section; or 

‘‘(ii) an attempt to commit an offense pun-
ishable under this subparagraph; 

‘‘(E) if the offender attempts to cause or 
knowingly or recklessly causes serious bod-
ily injury from conduct in violation of sub-
section (a)(5)(A), a fine under this title, im-
prisonment for not more than 20 years, or 
both; 

‘‘(F) if the offender attempts to cause or 
knowingly or recklessly causes death from 
conduct in violation of subsection (a)(5)(A), a 
fine under this title, imprisonment for any 
term of years or for life, or both; or 

‘‘(G) a fine under this title, imprisonment 
for not more than 1 year, or both, for— 

‘‘(i) any other offense under subsection 
(a)(5); or 

‘‘(ii) an attempt to commit an offense pun-
ishable under this subparagraph.’’; and 

(D) by striking paragraph (5); and 
(3) in subsection (g)— 
(A) in the second sentence, by striking ‘‘in 

clauses (i), (ii), (iii), (iv), or (v) of subsection 
(a)(5)(B)’’ and inserting ‘‘in subclauses (I), 
(II), (III), (IV), or (V) of subsection 
(c)(4)(A)(i)’’; and 

(B) in the third sentence, by striking ‘‘sub-
section (a)(5)(B)(i)’’ and inserting ‘‘sub-
section (c)(4)(A)(i)(I)’’. 

(b) CONFORMING CHANGES.—Section 
2332b(g)(5)(B)(i) of title 18, United States 
Code, is amended by striking ‘‘1030(a)(5)(A)(i) 
resulting in damage as defined in 
1030(a)(5)(B)(ii) through (v)’’ and inserting 
‘‘1030(a)(5)(A) resulting in damage as defined 
in 1030(c)(4)(A)(i)(II) through (VI)’’. 
SEC. 205. CYBER-EXTORTION. 

Section 1030(a)(7) of title 18, United States 
Code, is amended to read as follows: 

‘‘(7) with intent to extort from any person 
any money or other thing of value, transmits 

in interstate or foreign commerce any com-
munication containing any— 

‘‘(A) threat to cause damage to a protected 
computer; 

‘‘(B) threat to obtain information from a 
protected computer without authorization or 
in excess of authorization or to impair the 
confidentiality of information obtained from 
a protected computer without authorization 
or by exceeding authorized access; or 

‘‘(C) demand or request for money or other 
thing of value in relation to damage to a pro-
tected computer, where such damage was 
caused to facilitate the extortion;’’. 
SEC. 206. CONSPIRACY TO COMMIT CYBER- 

CRIMES. 
Section 1030(b) of title 18, United States 

Code, is amended by inserting ‘‘conspires to 
commit or’’ after ‘‘Whoever’’. 
SEC. 207. USE OF FULL INTERSTATE AND FOR-

EIGN COMMERCE POWER FOR 
CRIMINAL PENALTIES. 

Section 1030(e)(2)(B) of title 18, United 
States Code, is amended by inserting ‘‘or af-
fecting’’ after ‘‘which is used in’’. 
SEC. 208. FORFEITURE FOR SECTION 1030 VIOLA-

TIONS. 
Section 1030 of title 18, United States Code, 

is amended by adding at the end the fol-
lowing: 

‘‘(i)(1) The court, in imposing sentence on 
any person convicted of a violation of this 
section, or convicted of conspiracy to violate 
this section, shall order, in addition to any 
other sentence imposed and irrespective of 
any provision of State law, that such person 
forfeit to the United States— 

‘‘(A) such person’s interest in any personal 
property that was used or intended to be 
used to commit or to facilitate the commis-
sion of such violation; and 

‘‘(B) any property, real or personal, consti-
tuting or derived from, any proceeds that 
such person obtained, directly or indirectly, 
as a result of such violation. 

‘‘(2) The criminal forfeiture of property 
under this subsection, any seizure and dis-
position thereof, and any judicial proceeding 
in relation thereto, shall be governed by the 
provisions of section 413 of the Comprehen-
sive Drug Abuse Prevention and Control Act 
of 1970 (21 U.S.C. 853), except subsection (d) of 
that section. 

‘‘(j) For purposes of subsection (i), the fol-
lowing shall be subject to forfeiture to the 
United States and no property right shall 
exist in them: 

‘‘(1) Any personal property used or in-
tended to be used to commit or to facilitate 
the commission of any violation of this sec-
tion, or a conspiracy to violate this section. 

‘‘(2) Any property, real or personal, which 
constitutes or is derived from proceeds trace-
able to any violation of this section, or a 
conspiracy to violate this section’’. 
SEC. 209. DIRECTIVE TO UNITED STATES SEN-

TENCING COMMISSION. 
(a) DIRECTIVE.—Pursuant to its authority 

under section 994(p) of title 28, United States 
Code, and in accordance with this section, 
the United States Sentencing Commission 
shall review its guidelines and policy state-
ments applicable to persons convicted of of-
fenses under sections 1028, 1028A, 1030, 2511, 
and 2701 of title 18, United States Code, and 
any other relevant provisions of law, in order 
to reflect the intent of Congress that such 
penalties be increased in comparison to 
those currently provided by such guidelines 
and policy statements. 

(b) REQUIREMENTS.—In determining its 
guidelines and policy statements on the ap-
propriate sentence for the crimes enumer-
ated in subsection (a), the United States 
Sentencing Commission shall consider the 
extent to which the guidelines and policy 
statements may or may not account for the 

following factors in order to create an effec-
tive deterrent to computer crime and the 
theft or misuse of personally identifiable 
data: 

(1) The level of sophistication and planning 
involved in such offense. 

(2) Whether such offense was committed 
for purpose of commercial advantage or pri-
vate financial benefit. 

(3) The potential and actual loss resulting 
from the offense including— 

(A) the value of information obtained from 
a protected computer, regardless of whether 
the owner was deprived of use of the infor-
mation; and 

(B) where the information obtained con-
stitutes a trade secret or other proprietary 
information, the cost the victim incurred de-
veloping or compiling the information. 

(4) Whether the defendant acted with in-
tent to cause either physical or property 
harm in committing the offense. 

(5) The extent to which the offense violated 
the privacy rights of individuals. 

(6) The effect of the offense upon the oper-
ations of an agency of the United States 
Government, or of a State or local govern-
ment. 

(7) Whether the offense involved a com-
puter used by the United States Govern-
ment, a State, or a local government in fur-
therance of national defense, national secu-
rity, or the administration of justice. 

(8) Whether the offense was intended to, or 
had the effect of, significantly interfering 
with or disrupting a critical infrastructure. 

(9) Whether the offense was intended to, or 
had the effect of, creating a threat to public 
health or safety, causing injury to any per-
son, or causing death. 

(10) Whether the defendant purposefully in-
volved a juvenile in the commission of the 
offense. 

(11) Whether the defendant’s intent to 
cause damage or intent to obtain personal 
information should be disaggregated and 
considered separately from the other factors 
set forth in USSG 2B1.1(b)(14). 

(12) Whether the term ‘‘victim’’ as used in 
USSG 2B1.1, should include individuals 
whose privacy was violated as a result of the 
offense in addition to individuals who suf-
fered monetary harm as a result of the of-
fense. 

(13) Whether the defendant disclosed per-
sonal information obtained during the com-
mission of the offense. 

(c) ADDITIONAL REQUIREMENTS.—In car-
rying out this section, the United States 
Sentencing Commission shall— 

(1) assure reasonable consistency with 
other relevant directives and with other sen-
tencing guidelines; 

(2) account for any additional aggravating 
or mitigating circumstances that might jus-
tify exceptions to the generally applicable 
sentencing ranges; 

(3) make any conforming changes to the 
sentencing guidelines; and 

(4) assure that the guidelines adequately 
meet the purposes of sentencing as set forth 
in section 3553(a)(2) of title 18, United States 
Code. 

f 

AUTHORITY FOR COMMITTEES TO 
MEET 

COMMITTEE ON ARMED SERVICES 

Mr. REID. Mr. President, I ask unan-
imous consent that the Committee on 
Armed Services be authorized to meet 
during the session of the Senate on 
Wednesday, July 30, 2008, at 9:30 a.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 
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AD HOC SUBCOMMITTEE ON DISASTER RECOVERY 

Mr. REID. Mr. President, I ask unan-
imous consent that the Ad Hoc Sub-
committee on Disaster Recovery of the 
Committee on Homeland Security and 
Governmental Affairs be authorized to 
meet during the session of the Senate 
on Wednesday, July 30, 2008, at 12 p.m. 
to conduct a hearing entitled ‘‘Plan-
ning for Post-Catastrophe Housing 
Needs: Has FEMA Developed an Effec-
tive Strategy for Housing Large Num-
bers of Citizens Displaced by Dis-
aster?’’ 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON COMMERCE, SCIENCE, AND 
TRANSPORTATION 

Mr. REID. Mr. President, I ask unan-
imous consent that the Committee on 
Commerce, Science, and Transpor-
tation be authorized to meet during 
the session of the Senate on Wednes-
day, July 30, 2008, at 10 a.m., in room 
253 of the Russell Senate Office Build-
ing. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON ENVIRONMENT AND PUBLIC 
WORKS 

Mr. REID. Mr. President, I ask unan-
imous consent that the Committee on 
Environment and Public Works be au-
thorized to meet during the session of 
the Senate on Wednesday, July 30, 2008, 
at 3:15 p.m., in room 406 of the Dirksen 
Senate Office Building to hold a hear-
ing entitled ‘‘Hearing on the Nomina-
tion of Thomas J. Madison, Jr. to be 
Administrator of the Federal Highway 
Administration for the Department of 
Transportation.’’ 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON FOREIGN RELATIONS 
Mr. REID. Mr. President, I ask unan-

imous consent that the Committee on 
Foreign Relations be authorized to 
meet during the session of the Senate 
on Wednesday, July 30, 2008, at 10:30 
a.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON HOMELAND SECURITY AND 
GOVERNMENTAL AFFAIRS 

Mr. REID. Mr. President, I ask unan-
imous consent that the Committee on 
Homeland Security and Governmental 
Affairs be authorized to meet during 
the session of the Senate on Wednes-
day, July 30, 2008, at 10 a.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON THE JUDICIARY 
Mr. REID. Mr. President, I ask unan-

imous consent that the Senate Com-
mittee on the Judiciary be authorized 
to meet during the session of the Sen-
ate, conduct a hearing entitled ‘‘Politi-
cizing Hiring at the Department of Jus-
tice’’ on Wednesday, July 30, 2008, at 10, 
in room SD–226 of the Dirksen Senate 
Office Building. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON THE JUDICIARY 
Mr. REID. Mr. President, I ask unan-

imous consent that the Senate Com-

mittee on the Judiciary be authorized 
to meet during the session of the Sen-
ate, to conduct a hearing entitled ‘‘S.1. 
Res. 45, A Resolution Consenting To 
and Approving the Great Lakes-St. 
Lawrence River Basin Water Resources 
Compact’’ on Wednesday, July 30, 2008, 
at 1 p.m. in room SD–226 of the Dirksen 
Senate Office Building. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON RULES AND ADMINISTRATION 

Mr. REID. Mr. President, I ask unan-
imous consent that the Committee on 
Rules and Administration be author-
ized to meet during the session of the 
Senate on Wednesday, July 30, 2008, at 
10 a.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

COMMITTEE ON SMALL BUSINESS AND 
ENTREPRENEURSHIP 

Mr. REID. Mr. President, I ask unan-
imous consent that the Committee on 
Small Business and Entrepreneurship 
be authorized to meet during the ses-
sion of the Senate on Wednesday, July 
30, 2008, beginning at 10 a.m. in room 
428A of the Russell Senate Office Build-
ing. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

SELECT COMMITTEE ON INTELLIGENCE 

Mr. REID. Mr. President, I ask unan-
imous consent that the Select Com-
mittee on Intelligence be authorized to 
meet during the session of the Senate 
on July 30, 2008, at 2:30 p.m. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

SUBCOMMITTEE ON NATIONAL PARKS 

Mr. REID. Mr. President, I ask unan-
imous consent that the Subcommittee 
on National Parks be authorized to 
meet during the session of the Senate 
in order to conduct a hearing on 
Wednesday, July 30, 2008, at 2:30 p.m., 
in room SD–366 of the Dirksen Senate 
Office Building. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

f 

PRIVILEGES OF THE FLOOR 

Mr. REID. Mr. President, I ask unan-
imous consent that Byron Hurlbut, 
Matt Padilla, and Michele Mazzocco of 
Senator BINGAMAN’s office be granted 
privileges of the floor for today. 

The ACTING PRESIDENT pro tem-
pore. Without objection, it is so or-
dered. 

Mr. CASEY. Mr. President, I ask 
unanimous consent a member of my 
staff, Caryn Long, be granted the privi-
lege of the floor for purposes of this 
speech. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

Mr. MENENDEZ. Mr. Presdient, I ask 
unanimous consent that Jillian Curtis 
from my office be granted floor privi-
leges for the duration of today’s ses-
sion. 

The PRESIDING OFFICER. Without 
objection, it is so ordered. 

VETERANS’ COMPENSATION COST- 
OF-LIVING ADJUSTMENT ACT OF 
2008 

Mr. PRYOR. Mr. President, I ask 
unanimous consent that the Senate 
proceed to the immediate consider-
ation of Calendar No. 897, S. 2617. 

The PRESIDING OFFICER. The 
clerk will report the bill by title. 

The assistant legislative clerk read 
as follows: 

A bill (S. 2617) to increase, effective De-
cember 1, 2008, the rates of compensation for 
veterans with service-connected disabilities 
and the rates of dependency and indemnity 
compensation for the survivors of certain 
disabled veterans. 

There being no objection, the Senate 
proceeded to consider the bill, which 
had been reported from the Committee 
on Veterans’ Affairs, with an amend-
ment to strike all after the enacting 
clause and insert in lieu thereof the 
following: 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘Veterans’ Com-
pensation Cost-of-Living Adjustment Act of 
2008’’. 
SEC. 2. INCREASE IN RATES OF DISABILITY COM-

PENSATION AND DEPENDENCY AND 
INDEMNITY COMPENSATION. 

(a) RATE ADJUSTMENT.—Effective on Decem-
ber 1, 2008, the Secretary of Veterans Affairs 
shall increase, in accordance with subsection 
(c), the dollar amounts in effect on November 30, 
2008, for the payment of disability compensation 
and dependency and indemnity compensation 
under the provisions specified in subsection (b). 

(b) AMOUNTS TO BE INCREASED.—The dollar 
amounts to be increased pursuant to subsection 
(a) are the following: 

(1) WARTIME DISABILITY COMPENSATION.— 
Each of the dollar amounts under section 1114 
of title 38, United States Code. 

(2) ADDITIONAL COMPENSATION FOR DEPEND-
ENTS.—Each of the dollar amounts under sec-
tion 1115(1) of such title. 

(3) CLOTHING ALLOWANCE.—The dollar amount 
under section 1162 of such title. 

(4) DEPENDENCY AND INDEMNITY COMPENSA-
TION TO SURVIVING SPOUSE.—Each of the dollar 
amounts under subsections (a) through (d) of 
section 1311 of such title. 

(5) DEPENDENCY AND INDEMNITY COMPENSA-
TION TO CHILDREN.—Each of the dollar amounts 
under sections 1313(a) and 1314 of such title. 

(c) DETERMINATION OF INCREASE.— 
(1) PERCENTAGE.—Except as provided in para-

graph (2), each dollar amount described in sub-
section (b) shall be increased by the same per-
centage as the percentage by which benefit 
amounts payable under title II of the Social Se-
curity Act (42 U.S.C. 401 et seq.) are increased 
effective December 1, 2008, as a result of a deter-
mination under section 215(i) of such Act (42 
U.S.C. 415(i)). 

(2) ROUNDING.—Each dollar amount increased 
under paragraph (1), if not a whole dollar 
amount, shall be rounded to the next lower 
whole dollar amount. 

(d) SPECIAL RULE.—The Secretary of Veterans 
Affairs may adjust administratively, consistent 
with the increases made under subsection (a), 
the rates of disability compensation payable to 
persons under section 10 of Public Law 85–857 
(72 Stat. 1263) who have not received compensa-
tion under chapter 11 of title 38, United States 
Code. 

(e) PUBLICATION OF ADJUSTED RATES.—The 
Secretary of Veterans Affairs shall publish in 
the Federal Register the amounts specified in 
subsection (b), as increased under that sub-
section, not later than the date on which the 
matters specified in section 215(i)(2)(D) of the 
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